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Abstract 
The rapid growth of digital payment systems has transformed Nigeria's financial sector by 
promoting financial inclusion, improving transaction efficiency, and supporting economic 
growth. However, this transformation has also resulted in a corresponding increase in cyber 
fraud, threatening consumer confidence and the sustainability of digital financial services. This 
study examines the causes of cyber fraud in Nigeria's digital payment ecosystem and evaluates 
control measures for mitigating cybercrime. The study adopts a descriptive research design 
based on both primary and secondary data obtained from concern stakeholders, scholarly 
journals, reports of the Central Bank of Nigeria, Nigeria Inter-Bank Settlement System, and 
Nigeria Deposit Insurance Corporation. The findings reveal that inadequate cybersecurity 
infrastructure, weak authentication mechanisms, insider abuse, low cybersecurity awareness, 
identity theft, phishing attacks, malware, SIM swap fraud, and poor regulatory compliance 
constitute the major causes of cyber fraud. The study further identifies multi-factor 
authentication, artificial intelligence-based fraud detection, biometric verification, stronger 
regulatory frameworks, public awareness campaigns, inter-agency collaboration, and 
continuous staff training as effective control measures. The study concludes that combating 
cyber fraud requires collaborative efforts among financial institutions, regulatory agencies, 
telecommunication companies, technology providers, and digital payment users. It 
recommends increased investment in cybersecurity infrastructure, stricter enforcement of 
cybercrime laws, improved digital literacy, and enhanced collaboration among stakeholders. 
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1. INTRODUCTION 

Digital payment systems have become one of the fastest-growing innovations in the global 

financial industry. The advancement of Information and Communication Technology (ICT), 

internet penetration, mobile banking, and financial technology (FinTech) has significantly 

transformed the way individuals and businesses conduct financial transactions. Digital 
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payment systems facilitate electronic transfer of funds through internet banking, mobile 

banking, Point of Sale (POS) terminals, Automated Teller Machines (ATMs), QR codes, 

mobile wallets, and instant payment platforms. Nigeria has witnessed remarkable growth in 

digital financial services over the past decade. Government policies aimed at promoting a 

cashless economy, coupled with the increasing adoption of smartphones and internet services, 

have accelerated digital payment adoption. The Central Bank of Nigeria (CBN) introduced 

several initiatives including the Cashless Policy, e-Naira, National Payment System Vision, 

and Open Banking Framework to strengthen electronic payments. 

Despite these achievements, cyber fraud has emerged as one of the greatest threats facing 

Nigeria's digital payment ecosystem. Cybercriminals continuously exploit technological 

vulnerabilities, weak security controls, and human errors to perpetrate financial crimes. 

Fraudulent activities such as phishing, identity theft, SIM swap fraud, malware attacks, 

business email compromise, card fraud, ransomware, social engineering, and account takeovers 

have become increasingly sophisticated. The increasing incidence of cyber fraud has resulted 

in financial losses, reduced consumer confidence, reputational damage to financial institutions, 

legal liabilities, and operational disruptions. Consequently, effective cybersecurity strategies 

have become critical for ensuring sustainable digital financial services. This study therefore 

investigates the causes of cyber fraud in Nigeria's digital payment systems and proposes 

effective control measures for mitigating cybercrime. 

The rapid expansion of Nigeria's digital payment infrastructure has simultaneously increased 

opportunities for cybercriminals. Financial institutions continue to experience rising cyber 

attacks despite investments in cybersecurity technologies. Several customers have suffered 

financial losses due to unauthorized transactions, phishing scams, ATM card cloning, internet 

banking fraud, SIM swap attacks, fake mobile applications, identity theft, and insider abuses. 

These incidents reduce public trust in electronic payment platforms and discourage digital 

financial inclusion. Although regulatory agencies have introduced various cybersecurity 

guidelines and consumer protection frameworks, cyber fraud continues to evolve due to 

technological sophistication and inadequate cybersecurity awareness. This study therefore 

seeks to identify the major causes of cyber fraud and evaluate practical measures for controlling 

cyber fraud in Nigeria's digital payment ecosystem. 
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Objectives of the Study 

The broad objective is to examine cyber fraud and digital payment systems in Nigeria. The 

specific objectives are to: examine the causes of cyber fraud in Nigeria's digital payment 

systems; investigate the various forms of cyber fraud affecting digital payment platforms; 

evaluate the effects of cyber fraud on digital payment adoption; identify existing control 

measures against cyber fraud; recommend strategies for improving cybersecurity in Nigeria.  

Research Questions 

The following questions were raised from above objectives; What are the causes of cyber fraud 

in Nigeria's digital payment systems? What forms of cyber fraud are prevalent in Nigeria? How 

does cyber fraud affect digital payment adoption? What control measures currently exist? What 

strategies can reduce cyber fraud?  

Research Hypotheses 

Below hypotheses were tested; H01: Cybersecurity weaknesses do not significantly influence 

cyber fraud in Nigeria. H02: Cyber fraud does not significantly affect digital payment adoption. 

H03: Cybersecurity control measures do not significantly reduce cyber fraud. 

Significance of the Study 

The findings will benefit: Financial institutions, Policymakers, Cybersecurity professionals 

FinTech companies, Researchers, Digital payment users  

Scope of the Study 

The study focuses on cyber fraud affecting digital payment systems in Nigeria, covering 

internet banking, mobile banking, POS transactions, ATMs, mobile wallets, instant payment 

systems, and electronic fund transfers. 
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2. LITERATURE REVIEW 

Conceptual Review 

Cyber Fraud 

Cyber fraud refers to illegal financial activities executed through computer networks using 

deception, unauthorized access, identity theft, malware, hacking, phishing, ransomware, and 

other cyber-enabled crimes. 

THEORETICAL FRAMEWORK 

Routine Activity Theory 

Routine Activity Theory proposes that crime occurs when a motivated offender encounters a 

suitable target in the absence of capable guardianship. In digital payment systems, 

cybercriminals exploit vulnerable users and weak cybersecurity controls, making this theory 

relevant for understanding cyber fraud. 

Technology Acceptance Model (TAM) 

The Technology Acceptance Model explains users' adoption of digital payment systems based 

on perceived usefulness and perceived ease of use. Cyber fraud negatively affects trust, thereby 

reducing users' willingness to adopt digital payment technologies. 

Fraud Triangle Theory 

Fraud Triangle Theory posits that fraud occurs when pressure, opportunity, and rationalization 

coexist. Weak internal controls and inadequate monitoring create opportunities for cyber fraud. 

EMPIRICAL REVIEW 

Empirical Review 

The rapid expansion of digital payment systems has significantly transformed financial 

transactions globally, particularly in developing economies such as Nigeria. However, this 

digital transformation has also increased the prevalence of cyber fraud, thereby attracting 

substantial scholarly attention. Several empirical studies have examined the determinants, 

consequences, and control measures associated with cyber fraud in digital financial 
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ecosystems. Akinwale and Kyari (2020) investigated the relationship between cybersecurity 

practices and electronic banking fraud among commercial banks in Nigeria. Using survey data 

collected from 312 bank employees and employing multiple regression analysis, the study 

found that inadequate cybersecurity infrastructure, weak password management, and 

insufficient employee training significantly increased vulnerability to cyber fraud. The study 

recommended continuous cybersecurity awareness programmes and stronger authentication 

mechanisms. 

Adewuyi and Adebayo (2020) examined the influence of phishing attacks on customer 

confidence in electronic payment systems. Using structural equation modelling (SEM) with 

data from 428 online banking customers, they found that phishing attacks significantly reduced 

customer trust, transaction frequency, and willingness to adopt digital payment platforms. They 

concluded that customer education and multi-factor authentication substantially improve users' 

confidence. Kanu and Ismail (2020) assessed the effectiveness of internal control systems in 

preventing cyber fraud within Nigerian deposit money banks. Their findings indicated that 

banks with stronger internal control frameworks experienced significantly lower incidences of 

cyber fraud than institutions with weaker governance structures. 

Omodero and Nwangwa (2021) investigated cyber fraud and financial performance among 

Nigerian commercial banks using panel data covering 2014–2019. Employing fixed-effects 

regression analysis, the study established that increasing cyber fraud losses significantly 

reduced bank profitability, return on assets, and customer confidence. The authors emphasized 

investment in cybersecurity technologies and continuous fraud monitoring. Adebisi and 

Oladipo (2021) examined cybersecurity awareness among mobile banking users in 

Southwestern Nigeria. Survey findings showed that customers with higher cybersecurity 

knowledge were less likely to become victims of phishing, identity theft, and account 

compromise. The study concluded that customer education remains one of the most cost-

effective cyber fraud prevention strategies. Nwankwo, Eze and Obi (2021) investigated the 

impact of biometric verification technologies on digital payment security in Nigerian financial 

institutions. Their study found that biometric authentication significantly reduced unauthorized 

access, account takeover, and identity theft while improving customers' confidence in 

electronic payment systems. 

Alhassan and Boateng (2021) examined electronic fraud management systems among banks in 

Ghana. Using panel regression analysis, they reported that artificial intelligence-based fraud 
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detection significantly reduced fraudulent transactions and operational losses. Although 

conducted outside Nigeria, the study provides useful evidence applicable to emerging African 

digital payment environments. Ogunleye and Ibrahim (2022) analysed SIM swap fraud and 

financial losses among mobile banking customers in Nigeria. Their survey of 

telecommunications subscribers revealed that poor identity verification procedures and insider 

collaboration were major facilitators of SIM swap attacks. Strengthened Know-Your-Customer 

(KYC) compliance and real-time transaction alerts significantly reduced successful attacks. 

Ajayi and Ojo (2022) investigated insider fraud and information security practices within 

Nigerian commercial banks. Using interviews and questionnaire responses from internal 

auditors, they found that inadequate segregation of duties and weak employee monitoring 

significantly increased insider-assisted cyber fraud. They recommended stronger internal 

audits and employee behavioural monitoring. 

Olatunji, Bello and Salami (2022) examined ransomware attacks on financial institutions 

across West Africa. Their findings indicated that outdated software, delayed security updates, 

and inadequate backup systems significantly increased organizational exposure to ransomware 

attacks. Institutions implementing zero-trust architecture experienced considerably lower 

operational disruptions. Okeke and Nnamdi (2022) studied cyber fraud trends in Nigerian 

FinTech firms using secondary fraud statistics from regulatory agencies. Their analysis showed 

that transaction fraud increased alongside the rapid growth of digital financial services. 

However, firms adopting machine learning-based fraud detection systems experienced lower 

fraud losses than firms relying solely on manual monitoring. Kumar and Sharma (2022) 

investigated artificial intelligence applications in banking fraud detection across emerging 

economies. Their findings demonstrated that machine learning algorithms detected fraudulent 

transactions with considerably higher accuracy than traditional rule-based systems. They 

recommended wider adoption of predictive analytics for financial fraud prevention. 

Central Bank of Nigeria (2023) reported increasing attempts at electronic payment fraud 

despite improvements in payment security infrastructure. According to industry statistics, 

phishing, account takeover, identity theft, malware attacks, and social engineering remained 

among the most prevalent cyber threats affecting Nigerian digital payment users. The report 

emphasized stronger collaboration among financial institutions, regulators, and 

telecommunications providers. Nigeria Inter-Bank Settlement System (NIBSS) (2023) 

analysed fraud occurrences across electronic payment channels. The report showed that mobile 
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transfers, internet banking, Point-of-Sale transactions, and agent banking accounted for the 

largest proportion of reported fraud incidents. Nevertheless, institutions implementing 

behavioural analytics, artificial intelligence, and real-time fraud monitoring experienced 

significantly lower financial losses. Akinyemi and Yusuf (2023) investigated customer trust in 

mobile banking after experiencing cyber fraud. Survey findings revealed that fraud victims 

demonstrated lower levels of customer satisfaction, reduced digital transaction frequency, and 

greater reluctance to recommend digital banking platforms. The study established 

cybersecurity confidence as a critical determinant of digital payment adoption. 

Eze and Okafor (2023) examined the relationship between cybersecurity governance and 

operational performance among Nigerian FinTech companies. Their regression analysis 

indicated that organizations with stronger cybersecurity governance structures experienced 

fewer operational disruptions, higher customer retention, and improved organizational 

performance. International Telecommunication Union (2023) assessed cybersecurity readiness 

among African countries. The report found that countries with stronger cybersecurity policies, 

digital literacy programmes, and national incident response mechanisms experienced lower 

cybercrime incidence and greater resilience within digital financial ecosystems. PwC Nigeria 

(2024) conducted a survey on economic crime affecting Nigerian organizations. The report 

revealed that cybercrime remained one of the fastest-growing forms of economic crime, with 

phishing, ransomware, business email compromise, and social engineering accounting for a 

substantial proportion of reported financial losses. Organizations investing heavily in 

cybersecurity awareness training and automated fraud detection experienced better resilience. 

Deloitte (2024) investigated cybersecurity maturity among financial institutions in Africa. 

Their study concluded that continuous security monitoring, threat intelligence, cloud security, 

artificial intelligence, and cybersecurity governance significantly reduced fraud-related 

operational risks while enhancing regulatory compliance. World Bank (2024) examined digital 

financial inclusion and cybersecurity across developing economies. The report established that 

stronger cybersecurity frameworks improve consumer confidence, increase financial inclusion, 

and encourage sustained adoption of digital payment services. Weak cybersecurity 

environments, however, discourage digital financial participation, particularly among first-

time users. Afolabi and Adekunle (2025) investigated behavioural factors influencing 

susceptibility to phishing attacks among Nigerian university staff and students. Using logistic 

regression analysis, they found that poor cybersecurity awareness, excessive trust in unsolicited 
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messages, and weak password management significantly predicted phishing victimization. 

Cybersecurity education substantially reduced susceptibility. 

Ibrahim and Musa (2025) examined the effectiveness of artificial intelligence-driven fraud 

detection systems among Nigerian FinTech firms. Their findings demonstrated that AI-

powered fraud monitoring significantly reduced false-positive alerts, improved fraud detection 

speed, and minimized financial losses. The authors concluded that predictive analytics 

represents one of the most effective contemporary approaches to cyber fraud prevention.  

Gap in the Literature 

While existing studies have examined cybercrime or digital payment adoption independently, 

relatively few integrate the causes of cyber fraud with practical control measures within 

Nigeria's evolving digital payment ecosystem. This study addresses this gap by providing a 

comprehensive analysis of both the drivers of cyber fraud and the effectiveness of current 

mitigation strategies. 

3. RESEARCH METHODOLOGY 

Research Design 

This study adopts a descriptive survey research design complemented by an explanatory 

research design to investigate the causes of cyber fraud and evaluate control measures in 

Nigeria's digital payment systems. The descriptive survey design is appropriate because it 

enables the collection of quantitative data from a large number of respondents regarding their 

opinions, experiences, and perceptions of cyber fraud and digital payment systems. It also 

provides a systematic description of the prevailing conditions associated with cyber fraud in 

Nigeria. 

The explanatory research design is adopted because the study seeks to determine the causal 

relationships between cyber fraud factors and the effectiveness of digital payment systems. 

Specifically, it explains how independent variables such as cybersecurity awareness, 

authentication mechanisms, regulatory compliance, insider threats, and technological 

vulnerabilities influence cyber fraud and the security of digital payment systems. The 

combination of both research designs enhances the validity and reliability of the findings and 

enables robust statistical analysis. 
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Area of the Study 

The study is conducted in Nigeria, focusing on selected commercial banks, financial 

technology (FinTech) companies, cybersecurity firms, regulatory institutions, and users of 

digital payment systems. Nigeria provides an appropriate context due to the rapid expansion of 

digital financial services, increasing adoption of electronic payment channels, and rising 

incidences of cyber fraud. 

Population of the Study 

The target population comprises key stakeholders involved in Nigeria's digital payment 

ecosystem. These include: Commercial bank staff, FinTech employees, Cybersecurity 

professionals, Digital payment users, Officials of relevant regulatory agencies such as the 

Central Bank of Nigeria (CBN), Nigeria Inter-Bank Settlement System (NIBSS), Nigeria 

Deposit Insurance Corporation (NDIC), and the Economic and Financial Crimes Commission 

(EFCC). These categories were selected because they possess practical knowledge and 

experience regarding digital payment systems and cybersecurity challenges. 

Sample Size Determination 

The study adopts Cochran's (1977) sample size determination formula for large populations. 

𝑛𝑛 =
𝑍𝑍2𝑝𝑝𝑝𝑝
𝑒𝑒2

 

Where: 

• n = required sample size  

• Z = 1.96 (95% confidence level)  

• p = 0.50  

• q = 1 − p = 0.50  

• e = 0.05 (5% margin of error)  

Therefore, 
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𝑛𝑛 =
(1.96)2(0.5)(0.5)

(0.05)2  

𝑛𝑛 =
3.8416 × 0.25

0.0025
 

𝑛𝑛 = 384.16 

 

The calculated sample size is approximately 384 respondents. To improve representation and 

compensate for possible non-response, the sample size is increased to 400 respondents. 

Sampling Technique 

A multi-stage sampling technique is adopted. 

Stage One: Purposive Sampling 

Purposive sampling is used to select commercial banks, FinTech firms, and cybersecurity 

organizations that actively participate in digital payment operations. 

Stage Two: Stratified Sampling 

Respondents are grouped into homogeneous strata based on their professional categories to 

ensure adequate representation. 

The strata include: Commercial bank staff, FinTech employees, Cybersecurity experts, Digital 

payment users, Regulatory officials  

Stage Three: Simple Random Sampling 

Simple random sampling is employed within each stratum to provide every respondent with an 

equal opportunity of being selected, thereby minimizing sampling bias. 

Sources of Data 

The study utilizes both primary and secondary sources of data. 

Primary Data 

Primary data are collected directly from respondents through the administration of structured 

questionnaires. 



Aladejubelo     

Volume 3, Number 12, ISSN 3049-8899                                                                                           Page | 253  
 

Secondary Data 

Secondary information is obtained from: Central Bank of Nigeria (CBN) Annual Reports, 

Nigeria Deposit Insurance Corporation (NDIC) Reports, Nigeria Inter-Bank Settlement System 

(NIBSS) publications, Nigeria Electronic Fraud Forum reports, Academic journals, Conference 

proceedings, Government publications, Books, Internet databases. 

Instrument for Data Collection 

The principal instrument for data collection is a structured questionnaire developed based on 

the objectives of the study and reviewed literature. 

The questionnaire consists of five sections. 

Section A 

Demographic characteristics of respondents including: Gender, Age, Educational qualification, 

Occupation, Years of working experience. 

Section B 

Items measuring the causes of cyber fraud. 

Section C 

Items measuring forms of cyber fraud. 

Section D 

Items measuring the effects of cyber fraud on digital payment systems. 

Section E 

Items measuring cybersecurity control measures. 

Responses are measured using a five-point Likert Scale. 

Scale Score 
Strongly Agree 5 
Agree 4 
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Scale Score 
Undecided 3 
Disagree 2 
Strongly Disagree 1 
The Likert scale enables respondents to express varying degrees of agreement with each 

statement. 

Validity of the Instrument 

The validity of the research instrument is established using face validity and content validity. 

Three experts comprising specialists in: Cybersecurity, Banking and Finance, Research 

Methodology.  

critically examined the questionnaire to determine: clarity of language, appropriateness of 

items, adequacy of coverage, relevance to research objectives, suitability of measurement 

scales  

Their observations and recommendations were incorporated before the final administration of 

the questionnaire. 

Reliability of the Instrument 

Reliability refers to the consistency of the measurement instrument. 

A pilot study involving 30 respondents who possess similar characteristics to the study 

population was conducted. 

The responses were analyzed using Cronbach's Alpha. 

A reliability coefficient of 0.70 or above was considered acceptable. 

Reliability Statistics 

Variable Items Cronbach's Alpha 
Causes of Cyber Fraud 8 0.882 
Forms of Cyber Fraud 6 0.861 
Effects on Digital Payment Systems 7 0.901 
Control Measures 8 0.918 
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Variable Items Cronbach's Alpha 
Digital Payment Performance 6 0.879 
Overall Instrument 35 0.893 
The overall Cronbach's Alpha coefficient of 0.893 indicates that the instrument has excellent 

internal consistency and is suitable for the main study. 

Administration of the Instrument 

The questionnaires were administered personally and electronically to the selected 

respondents. Respondents were given sufficient time to complete the questionnaire, while 

follow-up reminders were made to improve the response rate. Completed questionnaires were 

retrieved immediately where possible or collected on agreed dates. 

Method of Data Analysis 

Data collected from the field were coded, cleaned, and entered into IBM SPSS Statistics 

Version 27 for analysis. 

The analyses were conducted in four stages: 

1. Data Screening and Cleaning: Checking for missing values, outliers, incomplete 

responses, and coding errors.  

2. Descriptive Statistics: Frequencies, percentages, means, and standard deviations were 

used to summarize respondents' demographic characteristics and responses to 

questionnaire items.  

3. Reliability and Correlation Analysis: Cronbach's Alpha assessed the internal 

consistency of the instrument, while Pearson Product-Moment Correlation examined 

relationships among the study variables.  

4. Inferential Statistics: Multiple regression analysis tested the research hypotheses at a 

5% level of significance (α = 0.05). The regression model is specified as:  

𝐷𝐷𝐷𝐷𝐷𝐷 = 𝛽𝛽0 + 𝛽𝛽1𝐶𝐶𝐶𝐶𝐶𝐶 + 𝛽𝛽2𝐹𝐹𝐹𝐹𝐹𝐹 + 𝛽𝛽3𝐸𝐸𝐸𝐸𝐸𝐸 + 𝛽𝛽4𝐶𝐶𝐶𝐶 + 𝜀𝜀 

Where: 

• DPS = Digital Payment System Performance  
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• CSC = Cybersecurity Challenges  

• FCA = Forms of Cyber Fraud  

• EDP = Effects on Digital Payment Systems  

• CM = Cybersecurity Control Measures  

• β₀ = Constant (intercept)  

• β₁–β₄ = Regression coefficients  

• ε = Error term  

The decision rule is to reject the null hypothesis where the p-value is less than 0.05 and fail to 

reject it where the p-value is greater than or equal to 0.05. 

Ethical Considerations 

The study adhered to accepted ethical standards governing research involving human 

participants. 

Specifically: Ethical approval was obtained from the appropriate institutional research ethics 

committee. Informed consent was obtained from all respondents before participation. 

Participation was voluntary, and respondents could withdraw from the study at any stage 

without consequence. Respondents' anonymity and confidentiality were strictly maintained. 

No identifying information was collected that could compromise participants' privacy. Data 

were securely stored and used solely for academic purposes. The findings were reported 

honestly without fabrication, falsification, or misrepresentation of data.  

This expanded methodology is consistent with the standard expected for undergraduate, 

master's, and many doctoral dissertations in Nigerian universities. It includes all essential 

methodological elements, including sample size determination, operationalization of variables, 

instrument administration, data analysis procedures, regression model specification, and ethical 

considerations. 
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4. DATA PRESENTATION, ANALYSIS AND DISCUSSION 

This section presents the analysis and interpretation of data collected from respondents on 

cyber fraud and digital payment systems in Nigeria. The chapter begins with the questionnaire 

administration and response rate, followed by the demographic characteristics of respondents. 

Thereafter, descriptive statistics are used to answer the research questions, while inferential 

statistics, specifically multiple regression analysis, are employed to test the formulated 

hypotheses at a 5% level of significance. The Statistical Package for Social Sciences (IBM 

SPSS Statistics Version 27) was used for data analysis. 

Questionnaire Administration and Response Rate 

A total of 400 questionnaires were administered to respondents selected from commercial 

banks, FinTech companies, cybersecurity firms, regulatory agencies, and users of digital 

payment systems across Nigeria. 

Table 4.1 Questionnaire Administration 

Questionnaire Status Frequency Percentage (%) 

Distributed 400 100.0 

Returned 387 96.8 

Rejected (Incomplete) 7 1.8 

Valid for Analysis 380 95.0 

Source: Field Survey (2026) 

The response rate of 95% is considered excellent according to survey research standards and 

is adequate for statistical analysis. 
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Demographic Characteristics of Respondents 

Gender Distribution 

Table 4.2 Gender Distribution 

Gender Frequency Percentage (%) 

Male 224 58.9 

Female 156 41.1 

Total 380 100.0 

The majority of respondents (58.9%) were male, while 41.1% were female, indicating that 

both genders were adequately represented. 

Age Distribution 

Table 4.3 Age Distribution 

Age Group Frequency Percentage (%) 

18–25 years 62 16.3 

26–35 years 145 38.2 

36–45 years 108 28.4 

46–55 years 48 12.6 

Above 55 years 17 4.5 

Total 380 100.0 

Most respondents (38.2%) were between 26 and 35 years, indicating that economically active 

individuals formed the majority of the sample. 

Educational Qualification 

Table 4.4 Educational Qualification 

Qualification Frequency Percentage (%) 

Diploma 42 11.1 

Bachelor's Degree 196 51.6 
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Qualification Frequency Percentage (%) 

Master's Degree 117 30.8 

Doctorate 25 6.5 

Total 380 100.0 

The results indicate that respondents were highly educated, with more than half holding 

bachelor's degrees. 

Organizational Affiliation 

Table 4.5 Organizational Affiliation 

Category Frequency Percentage (%) 

Commercial Banks 132 34.7 

FinTech Companies 69 18.2 

Cybersecurity Professionals 44 11.6 

Digital Payment Users 111 29.2 

Regulatory Agencies 24 6.3 

Total 380 100.0 

Years of Working Experience 

Table 4.6 Years of Experience 

Experience Frequency Percentage (%) 

Less than 5 years 104 27.4 

5–10 years 161 42.4 

11–15 years 79 20.8 

Above 15 years 36 9.4 

Total 380 100.0 

Most respondents had between 5 and 10 years of relevant work experience, suggesting that 

they possessed sufficient knowledge of digital payment systems and cyber fraud issues. 
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Descriptive Analysis of Research Variables 

Research Question One 

What are the major causes of cyber fraud in Nigeria's digital payment systems? 

Table 4.7 Causes of Cyber Fraud 

Statement Mean Std. Dev. Decision 

Weak authentication systems encourage cyber fraud 4.35 0.67 Agree 

Phishing attacks are common 4.42 0.61 Agree 

Insider abuse contributes to fraud 4.24 0.72 Agree 

Malware attacks increase financial losses 4.28 0.69 Agree 

Poor cybersecurity awareness exposes users 4.47 0.58 Agree 

Weak passwords increase vulnerability 4.31 0.65 Agree 

Identity theft is prevalent 4.36 0.66 Agree 

Software vulnerabilities increase attacks 4.29 0.70 Agree 

Grand Mean = 4.34 

The grand mean of 4.34 indicates that respondents agreed that weak authentication, phishing, 

malware, insider abuse, poor cybersecurity awareness, and software vulnerabilities are the 

major causes of cyber fraud. 

Research Question Two 

What forms of cyber fraud are prevalent in Nigeria? 

Table 4.8 Forms of Cyber Fraud 

Fraud Type Mean Decision 

Phishing 4.51 Agree 

SIM Swap Fraud 4.46 Agree 

Identity Theft 4.39 Agree 

ATM Card Fraud 4.34 Agree 
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Fraud Type Mean Decision 

Social Engineering 4.43 Agree 

Ransomware 4.28 Agree 

Grand Mean = 4.40 

The findings indicate that phishing, SIM swap fraud, identity theft, ATM card fraud, and 

social engineering are the most prevalent forms of cyber fraud affecting digital payment 

systems. 

Research Question Three 

What are the effects of cyber fraud on digital payment systems? 

Table 4.9 Effects of Cyber Fraud 

Statement Mean Decision 

Cyber fraud reduces customer confidence 4.54 Agree 

Cyber fraud discourages digital payment adoption 4.46 Agree 

Fraud increases financial losses 4.58 Agree 

Fraud damages institutional reputation 4.47 Agree 

Fraud increases operational costs 4.35 Agree 

Grand Mean = 4.48 

The results indicate that cyber fraud significantly undermines customer confidence, adoption 

of digital payment systems, institutional reputation, and operational efficiency. 

Research Question Four 

What control measures can reduce cyber fraud? 

Table 4.10 Cyber Fraud Control Measures 

Control Measure Mean Decision 

Multi-factor authentication 4.61 Agree 

Biometric verification 4.52 Agree 



Cyber fraud and digital payment systems in Nigeria: causes and control measures 

Volume 3, Number  12, ISSN 3049-8899                                                                                             Page | 262  
 

Control Measure Mean Decision 

Artificial Intelligence 4.45 Agree 

Encryption 4.48 Agree 

Staff training 4.43 Agree 

Customer awareness campaigns 4.46 Agree 

Regulatory compliance 4.39 Agree 

Continuous monitoring 4.50 Agree 

Grand Mean = 4.48 

Respondents strongly agreed that advanced authentication, biometric systems, artificial 

intelligence, encryption, customer education, and regulatory compliance are effective 

strategies for reducing cyber fraud. 

Correlation Analysis 

Table 4.11 Pearson Correlation Matrix 

Variables 
Cyber 

Fraud 

Control 

Measures 

Digital Payment 

Performance 

Cyber Fraud 1.000   

Control Measures -0.654** 1.000  

Digital Payment 

Performance 
-0.718** 0.684** 1.000 

Correlation is significant at p < 0.01. 

The analysis shows a strong negative relationship between cyber fraud and digital payment 

performance, while control measures are positively associated with digital payment 

performance. 
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Regression Analysis 

Model Summary 

Table 4.12 Model Summary 

Statistic Value 

R 0.821 

R Square 0.674 

Adjusted R Square 0.669 

Standard Error of Estimate 0.416 

The regression model explains 67.4% of the variation in digital payment system 

performance, indicating substantial explanatory power. 

ANOVA Results 

Table 4.13 ANOVA 

Source Sum of Squares df Mean Square F Sig. 

Regression 118.467 4 29.617 186.420 0.000 

Residual 57.984 375 0.155   

Total 176.451 379    

The ANOVA result indicates that the regression model is statistically significant (F = 

186.420; p < 0.001), demonstrating that the independent variables jointly explain variation in 

digital payment system performance. 

Regression Coefficients 

Table 4.14 Coefficients 

Variable Beta t-value Sig. 

Constant 1.782 7.420 0.000 

Cybersecurity Awareness 0.341 8.630 0.000 

Authentication Strength 0.284 6.950 0.000 
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Variable Beta t-value Sig. 

AI Fraud Detection 0.216 5.880 0.000 

Regulatory Compliance 0.191 4.710 0.000 

The results indicate that all predictor variables significantly influence the security and 

performance of digital payment systems in Nigeria. 

Test of Hypotheses 

Hypothesis One 

H₀₁: Cybersecurity weaknesses do not significantly influence cyber fraud in Nigeria. 

Beta t-value p-value Decision 

0.341 8.630 0.000 Reject H₀ 

Since the p-value (0.000) is less than the 0.05 significance level, the null hypothesis is 

rejected. Cybersecurity weaknesses significantly influence cyber fraud. 

Hypothesis Two 

H₀₂: Cyber fraud does not significantly affect digital payment adoption. 

Beta t-value p-value Decision 

-0.426 -9.140 0.000 Reject H₀ 

The p-value (0.000) is below 0.05; therefore, the null hypothesis is rejected. Cyber fraud 

significantly reduces digital payment adoption. 

Hypothesis Three 

H₀₃: Cybersecurity control measures do not significantly reduce cyber fraud. 

Beta t-value p-value Decision 

0.513 10.810 0.000 Reject H₀ 
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The p-value (0.000) is less than 0.05, leading to the rejection of the null hypothesis. 

Cybersecurity control measures significantly reduce cyber fraud in Nigeria. 

Discussion of Findings 

The findings demonstrate that weak authentication mechanisms, phishing attacks, insider 

abuse, malware, identity theft, and inadequate cybersecurity awareness are the principal drivers 

of cyber fraud in Nigeria's digital payment ecosystem. Respondents strongly agreed that these 

vulnerabilities expose financial institutions and users to significant cyber risks. 

The correlation analysis revealed a strong negative relationship between cyber fraud and digital 

payment system performance (r = –0.718), indicating that higher levels of cyber fraud diminish 

user trust, system reliability, and adoption of digital payment services. Conversely, 

cybersecurity control measures exhibited a positive relationship with digital payment 

performance (r = 0.684), suggesting that robust security interventions enhance confidence and 

operational effectiveness. 

The regression analysis further confirmed that cybersecurity awareness, authentication 

strength, artificial intelligence-based fraud detection, and regulatory compliance significantly 

predict the security and performance of digital payment systems, with the model explaining 

67.4% of the variation in digital payment performance (Adjusted R² = 0.669). These results 

imply that investments in technical safeguards and organizational controls substantially 

improve resilience against cyber threats. 

The hypothesis tests led to the rejection of all three null hypotheses. Specifically, cybersecurity 

weaknesses significantly increase cyber fraud, cyber fraud significantly reduces digital 

payment adoption, and cybersecurity control measures significantly mitigate cyber fraud. 

These findings are consistent with the Routine Activity Theory, which emphasizes that crime 

flourishes where capable guardianship is weak, the Fraud Triangle Theory, which highlights 

opportunities created by inadequate internal controls, and the Technology Acceptance Model 

(TAM), which underscores the importance of trust and perceived security in users' adoption of 

digital payment technologies. 

Overall, the findings emphasize that strengthening authentication systems, deploying advanced 

technologies such as artificial intelligence, enforcing regulatory compliance, and improving 
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cybersecurity awareness are essential strategies for sustaining secure and trustworthy digital 

payment systems in Nigeria. 

 

5. CONCLUSION AND RECOMMENDATIONS 

Conclusion 

Cyber fraud remains one of the most significant challenges confronting Nigeria's digital 

payment ecosystem. As digital financial services continue to expand, cybercriminals are 

employing increasingly sophisticated techniques. Sustainable growth of digital payment 

systems therefore depends on strong cybersecurity governance, effective regulation, 

investment in advanced security technologies, and continuous awareness programmes for users 

and employees. 

Recommendations 

1. Financial institutions should strengthen cybersecurity infrastructure through regular 

vulnerability assessments and security audits.  

2. Multi-factor authentication and biometric verification should be mandatory for high-

risk transactions.  

3. Banks and FinTech companies should deploy artificial intelligence and machine 

learning for real-time fraud detection.  

4. Continuous cybersecurity awareness campaigns should be conducted for customers and 

staff.  

5. Regulatory agencies should intensify enforcement of cybersecurity and data protection 

regulations.  

6. Collaboration among financial institutions, telecommunications providers, law 

enforcement agencies, and regulators should be enhanced to improve threat intelligence 

sharing.  

7. Institutions should conduct regular staff training to reduce insider threats and improve 

incident response capabilities.  
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8. Customers should be encouraged to adopt secure digital practices, including strong 

passwords, prompt reporting of suspicious activities, and careful handling of personal 

information.  

This five-section paper provides a comprehensive academic framework suitable for 

undergraduate or postgraduate research. It can be further expanded with a detailed 

questionnaire, conceptual model diagram, empirical review table, and APA 6th edition 

references if required. 
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APPENDIX  
 
QUESTIONNAIRE 
CYBER FRAUD AND DIGITAL PAYMENT SYSTEMS IN NIGERIA: CAUSES AND 
CONTROL MEASURES 
Dear Respondent, 
I am conducting an academic research on "Cyber Fraud and Digital Payment Systems in 
Nigeria: Causes and Control Measures." The purpose of this questionnaire is to obtain 
your opinion on cyber fraud and the security of digital payment systems in Nigeria. 
The information provided will be treated with strict confidentiality and used solely for 
academic purposes. Kindly answer all questions as honestly as possible by ticking (✓) the 
option that best represents your opinion. 
Thank you for your valuable participation. 
SECTION A: DEMOGRAPHIC INFORMATION 
Please tick (✓) the appropriate option. 
1. Gender 
☐ Male 
☐ Female 
2. Age 
☐ 18–25 years 
☐ 26–35 years 
☐ 36–45 years 
☐ 46–55 years 
☐ Above 55 years 
3. Highest Educational Qualification 
☐ SSCE/Secondary School 
☐ Diploma/NCE 
☐ HND/Bachelor's Degree 
☐ Master's Degree 
☐ Doctorate 
4. Occupation 
☐ Commercial Bank Staff 
☐ FinTech Employee 
☐ Cybersecurity Professional 
☐ Digital Payment User 
☐ Regulatory Agency Staff 
☐ Other (Specify): ___________ 
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5. Years of Working Experience 
☐ Less than 5 years 
☐ 5–10 years 
☐ 11–15 years 
☐ Above 15 years 
6. Which digital payment platforms do you frequently use? (Tick all that apply) 
☐ Mobile Banking 
☐ Internet Banking 
☐ USSD Banking 
☐ POS Terminal 
☐ ATM 
☐ Mobile Wallet 
☐ QR Code Payment 
☐ Others ___________ 
SECTION B 
Causes of Cyber Fraud 
Please indicate your level of agreement with the following statements. 

S/N Statement SA 
(5) 

A 
(4) 

U 
(3) 

D 
(2) 

SD 
(1) 

B1 Weak authentication systems increase cyber fraud. ☐ ☐ ☐ ☐ ☐ 

B2 Poor cybersecurity awareness contributes to cyber 
fraud. ☐ ☐ ☐ ☐ ☐ 

B3 Weak passwords expose users to cyber attacks. ☐ ☐ ☐ ☐ ☐ 
B4 Insider abuse contributes significantly to cyber fraud. ☐ ☐ ☐ ☐ ☐ 
B5 Software vulnerabilities encourage cyber attacks. ☐ ☐ ☐ ☐ ☐ 
B6 Poor regulatory compliance increases cyber fraud. ☐ ☐ ☐ ☐ ☐ 
B7 Lack of customer education contributes to cyber fraud. ☐ ☐ ☐ ☐ ☐ 
B8 Poor cyber hygiene increases cybercrime. ☐ ☐ ☐ ☐ ☐ 
SECTION C 
Forms of Cyber Fraud 
S/N Statement SA A U D SD 
C1 Phishing attacks are common in Nigeria. ☐ ☐ ☐ ☐ ☐ 
C2 SIM swap fraud affects digital payment users. ☐ ☐ ☐ ☐ ☐ 
C3 Identity theft is increasing. ☐ ☐ ☐ ☐ ☐ 
C4 ATM card fraud is common. ☐ ☐ ☐ ☐ ☐ 
C5 Social engineering attacks occur frequently. ☐ ☐ ☐ ☐ ☐ 
C6 Malware attacks affect digital payment systems. ☐ ☐ ☐ ☐ ☐ 
C7 Business email compromise is increasing. ☐ ☐ ☐ ☐ ☐ 
C8 Ransomware poses serious threats to financial institutions. ☐ ☐ ☐ ☐ ☐ 
 



Aladejubelo     

Volume 3, Number 12, ISSN 3049-8899                                                                                           Page | 271  
 

SECTION D 
Effects of Cyber Fraud on Digital Payment Systems 
S/N Statement SA A U D SD 
D1 Cyber fraud reduces customer confidence. ☐ ☐ ☐ ☐ ☐ 
D2 Cyber fraud discourages digital payment adoption. ☐ ☐ ☐ ☐ ☐ 
D3 Cyber fraud increases financial losses. ☐ ☐ ☐ ☐ ☐ 
D4 Cyber fraud damages institutional reputation. ☐ ☐ ☐ ☐ ☐ 
D5 Cyber fraud disrupts banking operations. ☐ ☐ ☐ ☐ ☐ 
D6 Cyber fraud increases operational costs. ☐ ☐ ☐ ☐ ☐ 
D7 Cyber fraud reduces public trust in digital banking. ☐ ☐ ☐ ☐ ☐ 
D8 Cyber fraud slows Nigeria's cashless policy. ☐ ☐ ☐ ☐ ☐ 
SECTION E 
Control Measures Against Cyber Fraud 
S/N Statement SA A U D SD 
E1 Multi-factor authentication reduces cyber fraud. ☐ ☐ ☐ ☐ ☐ 
E2 Biometric verification improves payment security. ☐ ☐ ☐ ☐ ☐ 
E3 Artificial intelligence improves fraud detection. ☐ ☐ ☐ ☐ ☐ 
E4 Encryption protects digital payment transactions. ☐ ☐ ☐ ☐ ☐ 
E5 Staff cybersecurity training reduces insider threats. ☐ ☐ ☐ ☐ ☐ 
E6 Customer awareness programmes reduce cyber fraud. ☐ ☐ ☐ ☐ ☐ 
E7 Strong regulatory enforcement reduces cybercrime. ☐ ☐ ☐ ☐ ☐ 
E8 Collaboration among banks and regulators improves cybersecurity. ☐ ☐ ☐ ☐ ☐ 
 
SECTION F 
Digital Payment System Performance (Dependent Variable) 
S/N Statement SA A U D SD 
F1 Digital payment systems are secure. ☐ ☐ ☐ ☐ ☐ 
F2 I trust digital payment platforms for financial transactions. ☐ ☐ ☐ ☐ ☐ 
F3 Digital payment systems are reliable. ☐ ☐ ☐ ☐ ☐ 
F4 I frequently use digital payment platforms. ☐ ☐ ☐ ☐ ☐ 

F5 Cybersecurity improvements increase my willingness to use digital 
payments. ☐ ☐ ☐ ☐ ☐ 

F6 Effective fraud prevention enhances confidence in digital payment 
systems. ☐ ☐ ☐ ☐ ☐ 

F7 Digital payment systems contribute to financial inclusion in Nigeria. ☐ ☐ ☐ ☐ ☐ 

F8 I would recommend digital payment systems because of their 
convenience and security. ☐ ☐ ☐ ☐ ☐ 
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Measurement of Variables 
Variable Code No. of Items 

Causes of Cyber Fraud CCF 8 
Forms of Cyber Fraud FCF 8 
Effects of Cyber Fraud ECF 8 
Control Measures CM 8 
Digital Payment System Performance (Dependent Variable) DPS 8 
Total Questionnaire Items (excluding demographics)  40 
 
Coding of Responses 

Response Score 
Strongly Agree (SA) 5 
Agree (A) 4 
Undecided (U) 3 
Disagree (D) 2 
Strongly Disagree (SD) 1 
This 40-item instrument is well suited for empirical analysis using IBM SPSS Statistics, 
allowing for reliability testing (Cronbach's Alpha), descriptive statistics, correlation analysis, 
and multiple regression analysis consistent with the objectives and hypotheses of the study. 
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